I nteragency Agreement between
the Department of the Treasury
and the General Services Administration
for the Design, Development, Testing and Operation of a
Federal Bridge Certification Authority

I PURPOSE

A Thi s interagency agreenent between the Departnment of the
Treasury and the General Services Administration provides a basis for
the funding of a proof of concept denonstration project for a Federal
Bridge Certification Authority (FBCA).

B. A Certification Authority (CA) is a trusted third-party
that issues certificates used to create digital signatures and public-
private key pairs in a Public Key Infrastructure (PKI). The role of a
CAis to issue digital certificates to individuals and provide
assurance that the individual granted a certificate is who he or she
clains to be. APKI is a systemof certificates and CAs that verify
and aut henticate the validity of each party involved in an Internet
transaction. No single PKI exists today nor is there a standard for
interoperability of functions between PKIs

C. A FBCA will pronote interoperability of PKIs currently
under devel opnent or deployed within a wide variety of Federa
agenci es, supporting electronic commerce and ot her financial and non-
financial transactions over the Internet. In principle, CAs form ng
part of Federal agency PKIs would be able to interoperate with the
FBCA, and thus would be able to interoperate anong thensel ves w t hout
havi ng to devel op a non-interdependent, one-to-one relationship with
each of the other Federal agency CAs. This neans that digital
certificates issued by one agency CA could be honored by another
agency CA using the trusted certification path created by the FBCA. In
a denonstration of this capability, designated pilots participating in
Phase 2 of the Key Recovery Denonstration Project (fornmerly known as

the Enmergency Access Denonstration Project) will cross certify with
t he FBCA.
D. The Departnent of the Treasury will benefit, as a result of

its role, fromthe know edge obtai ned devel opi ng the FBCA, and from
cross certifying the Departnent's Security Electronic Messaging
Systems CA and the Treasury Root CA with the FBCA. This cross
certification will allow the Departnent to transact electronic

busi ness with ot her governnent departnents and agencies, and with
private businesses and institutions with assurance, and w thout the
burden of evaluating security practices and posture of each entity.



. AGREEMENTS
A The Departnent of the Treasury, Departnental O fices, will:

1. Rei mburse fromthe Wrking Capital Fund, cost center
2347, not to exceed five hundred thirty thousand dollars
($530, 000.00)to devel op, test and operate a FBCA. These funds will be
provi ded pursuant to Section 5112(e) of the Cinger-Cohen Act, 40
U S.C. 1412 (e). This anmount includes suns necessary for purchasing or
devel opi ng hardware and software for the FBCA i npl enentati on
devel opi ng procedures and policies for its operation, operating the
FBCA t hrough Septenber 30, 2000, and testing its operation to
establ i sh optimum performance.

2. Appoi nt the Chair of the Federal Public Key
Infrastructure Steering Conmttee and the Program Manager of the
Key Recovery Denobnstration Project as Program Managers for this
Project (see section VI.A).

3. Eval uate FBCA' s progress, and test results, receive
the FBCA's program plan, |essons |earned report, and final analysis
report, provide progranmmatic and technical assistance as required, and
attend all neetings, reviews and conferences.

4. OPAC the funds to the General Services
Adm ni stration, Agency Location Code (ALC) 47-00-0017 upon
recei pt of billing. Funds will be deposited in the GSA
I nformati on Technol ogy Fund, a revolving fund authorized by the

Paperwor k Reducti on Reaut horization Act of 1986 (Public Laws 99-
500 and 99-591, section 821(a) (1)).

B. The GSA will:

1. Recei ve the funds provided by the Departnent of the
Treasury.

2. Upon recei pt of funding under this interagency
agreement, conmence work on the specified deliverables indicated in
t he appropriate sections of the FBCA Statenent of Wrk (SON. The SOW
shal | be approved by the Program Managers identified in this agreenent
(see section I1.A 2.) and shall constitute the governi ng managenent
pl an for the FBCA work

3. Submit to the Departnent of the Treasury a quarterly
statenment of actual expenses no later than 30 cal endar days after the
end of each quarter of the Fiscal Year, and will submt with the

docunentation a certification that all services were received and
correct as reported.



4. Ensure that all vouchers and receipts to support the
quarterly statements are accessible to the Departnment of the Treasury
on an as needed basis. Al records will neet commopnly accepted audit
and accounting standards and will be retained for at |east 6 years, 3
nont hs.

5. Departnment of the Treasury and General Services
Adm ni stration financial managenent officials will coordinate the
rei mbursenment and establish the necessary accounting and reporting
mechani sns. Either upon conpletion of the FBCA work, or term nation of
thi s agreenent, whichever event occurs first, unobligated funds w ||
be returned to the Departnent of the Treasury.

1. RESOLUTION MECHANISM

In the event of any disagreenent arising out of, in connection
with, or under this agreenent, the parties shall, in good faith, reach
a negotiated resolution by designating officers of appropriate
authority to resolve the di sagreenent.

V. FAILURE TO PERFORM

In the event that GSA determnes that its ability to fulfill its
obligations under this interagency agreenent (section 1J.B.2) is
inperiled, it shall pronptly apprise the Program Managers, in witing,
and shall recomrend what actions, if any, should be taken to
aneliorate the problem Additionally, if the Program Managers becone
awar e, through other neans, of circunstances which may inperil GSA's
ability to fulfill its obligations under this interagency agreenent,

t he Program Managers shall apprise GSA in witing and request a
response.

If the problemis critical to GSA's performance of its
obli gations, and the problem cannot be satisfactorily aneliorated, the
Program Managers reserve the ability to recover sonme or all of any
unobl i gated fundi ng provided to GSA under this interagency agreenent.
If the Program Managers determ ne that this may be necessary, GSA w |

be notified in witing and will be afforded two weeks fromthe date of
such notification to submt a reclama, after which the Program
Managers wi Il make a final determ nation

V. COMMENCEMENT/AMENDMENT/TERMINATION

The interagency agreenent shall becone effective as of the date
of the latest signature and shall remain in effect until Septenber 30,
2000, unless the Program Managers term nate the



FBCA work earlier. Any revisions to this interagency agreenment will be
by nutual consent of the parties, in witing, and will be published as
an amendnent to this interagency agreenent. This interagency agreenent
may be terminated unilaterally by any of the parties, by providing
written notice of such intent ninety (90) days in advance of the
effective term nation date, via certified mail.

No funds shall be obligated by GSA during the 90-day period
wi t hout the approval of the Departnent of Treasury Project Managers.

V1. POINTS OF CONTACT
A Programmati c
Departnment of the Treasury

Ri chard A. Guida, Chair, Federal PKI Steering Comm ttee
Departnment of the Treasury

Suite C105

1425 New York Avenue, N W

Washi ngton, D.C. 20220

202-622- 1552

ri chard gui da@i o.treas. gov

Deni se E. Silverberg

Program Manager, Key Recovery Denonstration Project
Suite C102

1425 New York Avenue, N W

Washi ngton, D.C. 20220

202-622- 1561

deni se silverberg@i o.treas. gov

The General Services Adm ni stration

Judith A. Spencer,

Director, Center for Governnentw de Security
General Services Admi nistration

FTS, O fice of Information Security

Room 5060, 7th & D Streets, S.W

Washi ngt on, DC 20407

202-708-5600

judith. spencer @sa. gov




Stanley J. Choffrey

Program Manager, Federal |nformation Security
Infrastructure O fice

General Services Administration

FTS, O fice of Information Security

Room 5060, 7th & D Streets, S.W

Washi ngt on, DC 20407

202-708- 7943

st anl ey. choffrey@sa. gov

B. Budget ary
The Departnent of the Treasury

Departnment of the Treasury
Departnental O fices

Fourth Fl oor Annex, Room 4152
ATTN: Accounting Division,
Kat hryn Mel vin

1500 Pennsyl vani a Avenue, N. W
Washi ngton, D.C. 20220
202-622-1164

ALC: 20-01- 0001

The General Services Adm nistration

D. M chael Canpbel

Di rector, Business Managenent

GSA, FTS, O fice of Information Security (TIB)
Room 5060, 7th & D Streets, S.W

Washi ngt on, DC 20407

202-708- 7300

m chael . canpbel | @sa. gov

VII.  ACQUISITIONS

Acqui sitions made pursuant to this agreenment shall be made in
conformity with the Conpetition in Contracting Act.



VII. APPROVALS

Department of the Treasury

ccogean orsiciat 2 Y g A Gl U1 Jeq

Typed Name/Title: Richard A. Guida Date
N Chair, Federal PKI
Steering Committee

Management Official:
Signature: / f &,D_QW amf\hjg‘m 9}1'7{‘\‘3
Typed Name/Title: [James’J. Flyzik ’ Date
Deputy Assistant Secretary
for Information Systems

Cchief Information Officer

Financial Managér:

Signature: /;2¢2%224f”” 92/2:2743}?

Typed Name/Title: Mary Beth Shaw, Director Date ¢
Financial Management Division

Management Official:
Signature: /é%auk;,?%:jhlaéimn—/ 7/L£/1ﬁ
Typed Name/Title: Shelia MELann Date
Deputy Assistant Secretary
for Administration

General Services Administration

Program Official: //’jé é§ :
Signature: / ?ﬁ;‘/77
Typed Name/Title: Thomas R. Burke Date”’

Assistant Commissioner
for Information Security

Management Official:, _-~-7
Signature: //W /%i ?/V/?‘}
Typed Name/Title: fdDennis J. Fischer Date

Commissioner,
Federal Technology Service




